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How do we understand Data? Concepts and Analogies
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Stakeholders’ Perspective(s)
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Privacy risks include, but not limited to:
• failure to have the appropriate legal authority to collect, use or disclose personal information;

• excessive collection of PII (loss of operational control);

• unauthorized access to PII (loss of confidentiality);

• unauthorized modification of the PII (loss of integrity);

• loss, theft or unauthorized removal of the PII (loss of availability);

• unauthorized or inappropriate linking of PII;

• failure to keep information appropriately secure;

• retention of personal information for longer than necessary;

• processing of PII without the knowledge or consent of the PII principal (unless such processing is provided 
for in the relevant legislation or regulation); and

• sharing or repurposing PII with third parties without the explicit informed consent of the data subject
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Privacy Assessment Typical Solutions
• deciding not to collect, use or disclose particular types of personal information;

• creating retention periods that only keep information for as long as necessary and planning the secure disposal of 
information;

• implementing appropriate technological, procedural and physical security measures;

• ensuring that staff are properly trained and are aware of the potential privacy impact and appropriate privacy-protective 
measures to be followed;

• developing ways to safely anonymize and/or de-identify the information, where possible;

• producing guidance for staff on how to use new programs, processes and systems, and how and when it is appropriate
to collect, use, access, disclose and dispose of personal information;

• taking steps to ensure that individuals are fully aware of how their information is used and that they can contact the 
institution for assistance, if necessary;

• selecting third parties that will provide a greater degree of security and ensuring that agreements are in place to protect
the personal information in the custody of the third parties; and

• producing information sharing agreements that clarify what information will be shared, how it will be shared and with 
whom it will be shared



US Federal
Data

Protection
Framework

• Gramm-Leach-Bliley Act

• Federal Trade Commission Act (Enforcement of 
Unfair and Deceptive Trade Practices)

• Fair Credit Reporting Act/FACTA

• Family Educational Rights and Privacy Act (FERPA)

• SEC disclosure requirements

• Federal Sector Requirements

• Federal Information Security Management Act

• OMB’s Breach Notification Policy

• Veterans Affairs Information Security Act

• Children’s Online Privacy Protection Act

• HIPAA/HITECH

• Pending federal bills American Data Privacy 
Protection Act (ADPPA)

• State Data Protection Laws….



Data Privacy Law Tracker US

Source: IAPP
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State Data Breach Laws 



DPIA Legal Requirements - US

Factors Required in a DPIA CPRA Colorado 

CPA 2023

Explain benefits from processing. The DPIA should 

identify and weigh the benefits that may flow, directly 

or indirectly, from the proposed processing to either 

the organization, the data subject, other stakeholders, 

or the public.

Virginia 

VCDPA’23

Explain risks from processing. The DPIA should 

identify and weigh the potential risks to the rights of 

the consumer associated with the proposed 

processing.

Describe risk mitigations taken. The DPIA should 

describe any safeguards that the organization has 

taken to mitigate potential risks.

Use of de-identification. To the extent that de-

identification strategies have been utilized to mitigate 

risks, those strategies should be indicated.

CPRA does not 

directly require that 

companies create a 

DPIA, it empowers the 

CPPA to issue 

regulations that might 

require companies to 

submit to the agency a 

risk assessment with 

respect to certain 

forms of processing 

activities

✔ ✔

Conn.

CTDPA’23

✔

✔

✔✔

✔

✔

✔

✔✔✔



DPIA Legal Requirements – US

Factors Required in a DPIA

Reasonable expectations of data subject. The DPIA 

should consider whether the proposed processing aligns 

with the reasonable expectations of data subjects.

Compliance with other aspects of state privacy law.  

The DPIA should consider whether the processing 

complies with other requirements imposed upon 

controllers under the state privacy laws.

Attorney General can 

evaluate the DPIA for 

compliance with all 

requirements within 

§59.1-574

✔

CPRA Colorado 

CPA 2023
Virginia 

VCDPA’23

Conn.

CTDPA’23

✔ ✔

✔ ✔





How is Sensitive Personal Information defined in CPRA





Obligations







Privacy - Data Protection Offerings
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Implementation

Privacy Audit &
Assessments

Define & 
Enforce Policy 

Framework

Data Protection 
Officer (DPO) 

Advisory 
Services

The PerspectiveTM
Grade Ace Pvt Ltd

Product, 
Processing and 

Transfer 
Certifications



Thank You

ThePerspective.Rahul@protonmail.ch;
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Articles Link: 

1. DPDP Bill: Opportunities and Data Protection Balancer

https://www.medianama.com/2022/12/223-views-dpdp-bill-2022-opportunity-data-

protection-balancing/

2. Contemporising Data Protection Legislation:

https://www.orfonline.org/expert-speak/contemporising-data-protection-legislation/

https://www.medianama.com/2022/12/223-views-dpdp-bill-2022-opportunity-data-protection-balancing/
https://www.orfonline.org/expert-speak/contemporising-data-protection-legislation/
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